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Abstract

This study investigates the impact of artificial intelligence used by suppliers on consumers’ fundamental
right to choose in the digital marketplace. The central problem lies in algorithmic determinism, which
uses the processing of massive datasets to predict behavior and restrict decision-making autonomy,
transforming freedom of choice into an “illusory freedom.” The general objective is to analyze the
exacerbation of structural digital vulnerability and the need for public policies and ex ante regulatory
governance to protect consumers’ right to choose. Methodologically, the study adopted a qualitative,
exploratory, and descriptive approach based on bibliographic and documentary research and analytical
reasoning. The findings demonstrate that tools such as profiling, nudges, and dark patterns promote
“algorithmic colonization,” resulting in discriminatory practices such as the pink tax and geopricing. These
mechanisms reduce consumers to mere informational assets, exacerbating their hypervulnerability.
The article concludes that the current reactive legal system is insufficient and proposes a systematic
interpretation of the Brazilian Consumer Protection Code in conjunction with the Brazilian General Data
Protection Law (LGPD). The study’s main contribution is its defense of transparency and the right to
an explanation under Article 20 of the LGPD as essential mechanisms for safeguarding human dignity
and decision-making autonomy in the face of surveillance capitalism.

Keywords: algorithmic determinism; digital vulnerability; consumer law.

Resumo

O presente estudo investiga o impacto da Inteligéncia Atrtificial (IA) manejada por fornecedores
sobre o direito basico de escolha do consumidor no mercado digital. O problema central reside
no determinismo algoritmico, que utiliza o processamento de dados massivos para predizer
comportamentos e restringir a autonomia decisoria, transformando a liberdade de escolha em uma
“liberdade ficta”. O objetivo geral é analisar o agravamento da vulnerabilidade digital estrutural e a
necessidade de politicas publicas e de governanga regulatéria ex ante para proteger o direito de
escolha do consumidor. Metodologicamente, adotou-se uma abordagem qualitativa, exploratéria
e descritiva, fundamentada em pesquisa bibliografica e documental, com método de raciocinio
analitico. Os resultados demonstram que ferramentas como profiling, nudges e dark patterns
promovem uma “colonizagdo algoritmica”, resultando em praticas discriminatérias como a Pink Tax e
0 geopricing. Tais mecanismos convertem o consumidor em um mero ativo informacional, agravando
sua hipervulnerabilidade. O artigo conclui que o sistema juridico reativo atual é insuficiente, propondo
uma interpretagéo sistematica entre o Codigo de Defesa do Consumidor (CDC) e a Lei Geral de
Protegao de Dados Pessoais (LGPD). A principal contribuigdo do estudo é a defesa da transparéncia
e do direito a explicagéo (artigo 20 da LGPD) como ferramentas essenciais para garantir a dignidade
humana e a soberania decisoéria frente ao capitalismo de vigilancia.

Palavras-chave: determinismo algoritmico, vulnerabilidade digital; direito do consumidor.

Resumen

El presente estudio investiga el impacto de la Inteligencia Atrtificial (IA) utilizada por los proveedores
sobre el derecho basico de eleccién del consumidor en el mercado digital. El problema central
radica en el determinismo algoritmico, que emplea el procesamiento masivo de datos para predecir
comportamientos y restringir la autonomia decisoria, transformando la libertad de eleccién en una
“libertad ficticia”. El objetivo general consiste en analizar el agravamiento de la vulnerabilidad digital
estructural y la necesidad de politicas publicas y de gobernanza regulatoria ex ante para proteger
el derecho de eleccion del consumidor. Metodolégicamente, se adopté un enfoque cualitativo,
exploratorio y descriptivo, fundamentado en investigacion bibliogréafica y documental, con método de
razonamiento analitico. Los resultados demuestran que herramientas como el profiling, los nudges
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y los darkpatterns promueven una «colonizacién algoritmica», dando lugar a practicas discriminatorias como la Pink Tax y el geopricing. Tales
mecanismos convierten al consumidor en un mero activo informacional, agravando su hipervulnerabilidad. El articulo concluye que el sistema
juridico reactivo actual resulta insuficiente y propone una interpretacion sistematica entre el Codigo de Defensa del Consumidor (CDC) y la Ley
General de Proteccion de Datos Personales (LGPD). La principal contribucion del estudio consiste en defender la transparencia y el derecho
a la explicacién (articulo 20 de la LGPD) como herramientas esenciales para garantizar la dignidad humana y la soberania decisoria frente al
capitalismo de vigilancia.

Palabras clave: determinismo algoritmico; vulnerabilidad digital; derecho del consumidor.

1 Introduction

The exponential advancement of technology and the widespread use of artificial intelligence (Al) have
revolutionized social relations and notably transformed the consumer landscape, culminating in the rise of platform
capitalism and the digital marketplace. In this context, companies make extensive use of Al to personalize their
interactions with consumers and optimize the provision of products and services. However, this digital expansion has
also ushered in uncertain times for consumer protection, as discriminatory practices and technological mechanisms
that covertly interfere with consumer choices through algorithms have become increasingly prevalent.

The core of the challenge lies in the fact that sophisticated algorithms and consumer profiling allow suppliers
to subtly and invisibly monitor and influence user behavior. In this context, decision-making is taken away from
individuals through the collection of their browsing histories and online searches - i.e., their “micro-behaviors” on
digital networks. This manipulation erodes consumers’ decision-making rationality, autonomy, and freedom. The
question therefore arises: where is the boundary between beneficial and harmful forms of influence?

Consider, for example, the following scenario: a consumer routinely selects a particular music genre on a
streaming platform. Based on these choices, Al begins suggesting a vast array of performers and bands in the same
genre and style with which the consumer has never previously engaged or listened to.

In such a situation, could it be argued that the supplier, by operating the platform through Al, is inducing the
consumer to engage with these new performers and bands? Would this be detrimental to the consumer? Conversely,
might the consumer view the platform’s recommendations positively because they facilitate exposure to new
performers or bands? The question remains: to what extent may a supplier use algorithms to influence consumers
who use its platform? Does this practice affect consumers’ fundamental right to choose? This is the new reality of
consumer relations: it is more digital and sophisticated and has the capacity to know consumers’ preferences better
than consumers themselves do. Is this the direction in which consumer society is headed?

According to Comité Gestor da Internet no Brasil (2025, p. 85), more than 70% of the population made purchases
online. The survey results also indicate that 71% of Brazilian households with internet access connected through
fixed broadband, including 65% through fiber-optic connections, while 14% relied on mobile connections. Another
survey found that, in 2024, 92% of internet users sent instant messages, 82% made voice or video calls, and 81%
used social media. Moreover, according to the survey, six out of ten internet users aged ten or older searched for
information about products or services (56%).

Along the same lines, the report prepared by Comité Gestor da Internet no Brasil (2025) found that 46% of
users purchased products or services online, corresponding to approximately 73 million people. The most frequently
sought and purchased products were clothing, footwear, and sporting goods (71%), followed by household appliances
(53%), food or food products (45%), and cosmetics or personal hygiene products (41%). The most sought-after
services included ride-hailing applications used to request taxis and private drivers (44%), online movie and television
series streaming services (40%), and meal delivery services (35%).

This reality enables suppliers to collect consumers’ personal data, which have become valuable assets in
business operations.

Suppliers are increasingly operating across national borders despite having no legal or commercial presence
in the country, particularly in the context of marketplaces and dropshipping. This reality has now acquired a
new dimension: Al.

In this context, the Comité Gestor da Internet states that Al on the internet “requires substantial connectivity
capacity.” Comité Gestor further warns that “the Brazilian population may become consumers of Al-generated
content without having access to the practical use of Al and without being able to distinguish the reality produced
by Al (Comité Gestor da Internet, 2025, p. 95).

' For the purposes of this article, all direct quotations from the original sources have been translated into English.
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Supporting this assertion, data from the Capgemini Research Institute (2025) indicate that 64% of consumers
are willing to purchase new products or services recommended by Al. This percentage rises to 74% among younger
consumers who live with family members, relatives, or guardians.

Compared with other countries worldwide, Brazil ranks second globally in consumers’ daily interactions with
Al. This finding indicates that people in Brazil are extensively exposed to intelligent agents, often without realizing
that they are not interacting with human beings.

As economy becomes increasingly platformized (Carvalho; Franco Neto; Verbicaro, 2024, p. 154), Al incorporates
disruptive technologies and telecommunications systems operated by suppliers, providing them with extensive
information. Through the large-scale collection of consumers’ personal data, suppliers can employ predictive techniques
to anticipate user behavior. In other words, this dematerialized, instantaneous reality has become so sophisticated
that suppliers can assess, analyze, and understand consumers better than consumers understand themselves.

This means that consumers’ right to choose is undermined to the point that they become trapped within their
own browsing patterns, which are shaped as they navigate the internet.

In light of these emerging technologies, this study investigates consumer protection and the need to strengthen
it, particularly because these technologies enable consumers to be selected and categorized, thereby compromising
their right to choose (Agrassar, 2025).

This study addresses three interconnected issues: i) suppliers’ use of algorithms; ii) the platformization of
the economy; and iii) the importance of public policies for protecting consumers, who are expressly recognized as
vulnerable (Brasil, 1990). This perspective underpins the theoretical premise discussed herein: algorithmic determinism.

Our research question is as follows: How do algorithmic determinism and the opacity of Al tools used by
suppliers compromise consumers’ fundamental right to choose, and how can ex ante regulatory governance mitigate
the exacerbation of this vulnerability in the digital environment?

The general objective of this study is to recognize the heightened vulnerability of consumers — which has
evolved into structural or algorithmic digital vulnerability — in the digital marketplace and to analyze the need for
public policies and regulatory governance to protect consumers’ right to choose, particularly in view of its collective
dimension (Article 2, sole paragraph, of Law No. 8,078/1990).

The specific objectives are to conceptually delineate algorithmic determinism; identify data-collection and
manipulation practices, such as dark patterns, that exacerbate consumer vulnerability; and explain the challenges
involved in assessing the explainability of automated decisions.

As a technical procedure, the investigation was structured as bibliographic and documentary research. The
methodological process began with a critical review of specialized Brazilian and international literature, focusing on
digital advertising, algorithmic vulnerability, profiling, and the control strategies used by suppliers. In addition, the
documentary research encompassed an analysis of technical reports and empirical market data demonstrating the
use of products and services designed to shape consumer behavior.

This study also adopts a qualitative, exploratory, and descriptive approach. It employs analytical reasoning,
beginning with a conceptual and macrosocial analysis of algorithmic determinism and platform capitalism. It then
uses data drawn from reports to examine the products and services most frequently used by suppliers to influence
consumer choices, as well as the economic implications of such practices.

Accordingly, the research process is grounded in a critical review of the literature, particularly studies addressing
digital advertising, data vulnerability, profiling, and suppliers’ use of algorithmic determinism.

This methodological framework was selected because of the need to develop an in-depth understanding of
the central elements of Al in consumer relations and to assess its direct effects on consumers’ freedom of decision-
making and individuality. Ultimately, the investigation sought to correlate the legal doctrine of consumer vulnerability
(Brasil, 1990, Article 4, item 1) with the sociopolitical implications of algorithmic colonization in order to propose a
new ethical model grounded in transparency and ex ante regulatory governance.

The authors declare that Al was not used to produce the text or as a research source. Its use was limited to
the linguistic refinement of specific paragraphs to improve the clarity and concision of the writing, including paragraph
restructuring and the selection of more appropriate terminology.

NotebookLM, an Al tool, was used during the final review of the article to identify grammatical or typographical
errors and to verify the correspondence between the works cited in the body of the study and the final reference
listz. However, the review of the text did not rely exclusively on this technology.

2 The prompts used were: “Help me proofread the paper for grammatical errors”; “List all agreement and typographical errors in the text”; “Check
whether all citations in the body of the text are included in the reference list”; and “Check whether the references are listed in alphabetical order,
consistently formatted, and compliant with ABNT standards.”
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In conclusion, this research is warranted by the increasing digitalization of consumer relations in Brazil. In
addition to more than 80% of connected Brazilian consumers making purchases online, Brazil ranks second globally
in interactions with Al. The sophistication of these technologies allows suppliers to know consumers better than
consumers know themselves, creating a landscape of algorithmic colonization and discrimination, including practices
such as geopricing and the pink tax, that the current reactive legal framework cannot fully address.

2 Digital consumption and the threat to autonomy in the age of algorithms

The onset of the COVID-19 pandemic and the resulting mandatory isolation of the population intensified
suppliers’ use of increasingly complex digital tools (Domingues, 2021).

This scenario calls for an in-depth examination of how extensive digitalization, when structured by suppliers
in abusive or harmful ways, affects individual autonomy and consumers’ right to choose. This section therefore
analyzes the impact of digital consumption and the growing influence of algorithms on individual freedom of decision-
making, exploring the mechanisms of control and personalization that shape online behavior and, consequently,
autonomy in the digital age.

2.1 Algorithmic determinism and Al

The core of the problem lies in the opacity of these technologies, which affects how consumers choose
products or services (Agrassar, 2025). It is therefore essential to understand algorithmic determinism.

Al is defined as the “set of instructions that enables machines to perform tasks characteristic of human
intelligence, such as planning, language comprehension, and learning” (Pereira; Teixeira, 2019, p. 119-142).:

In short, Al systems are trained on massive datasets, or big data, that are processed by algorithms. In its
fragmented form, data constitute raw material that, once organized and mediated through machine learning, is
transformed into information and subsequently into predictive knowledge (Verbicaro; Moura, 2025).

From this perspective, algorithmic determinism concerns the processing capacity of this technology, which is
used to construct and select behavioral patterns from data in ways that may affect consumers’ fundamental rights.

The question arising from this context is: To what extent is this beneficial or harmful to consumers? Algorithmic
determinism emerges within this context of choices directed toward consumers.

Algorithmic determinism should not be understood merely as an external influence but as a structure grounded
in technical control that anticipates the choices consumers might make based on their profiles, digital footprints, online
browsing activities, and collected data. This determinism represents the means by which suppliers dictate consumer
behavior, based on the premise that algorithms will always produce the same output from the same input (Verbicaro,
2023). Verbicaro (2023) discusses the use of algorithms before consumers make decisions, thereby predicting and
influencing future decisions (Verbicaro; Moura, 2025). In other words, the aim is to predetermine an individual’s
future, undermining decision-making autonomy and imposing standardized patterns (Spagnollo; Tonial, 2023).

Algorithms interpret consumer behavior recursively; that is, they rely on users’ own browsing habits to recalibrate
targeting with greater precision. Following this reasoning, new recommendations presented to consumers may
be recalibrated based on the activities monitored by Al (Abrusio, 2020). In other words, internet browsing, which
consumers once conducted freely, has now become a structured, controlled, and monitored activity.

In this context, the right to personal data protection and consumers’ right to choose are compromised. This
situation further exacerbates consumer vulnerability, giving rise to what Marques and Mucelin (2022, p. 1) describe
as “structural digital vulnerability.”

Thus, when suppliers interfere with consumer consent and choice, three foundations of the Brazilian General
Data Protection Law (LGPD) (Brazil, 2018) are disregarded: informational self-determination, the fundamental rights
established in the Brazilian Consumer Protection Code (CDC) (Brazil, 1990), and human rights.

The argument advanced here concerns the seriousness of algorithmic modulation in light of its potentially
harmful effects on society. After all, if an algorithm predicts consumers’ futures in a deterministic manner and treats
them based on those predictions, consumers do not possess genuine freedom of choice or the ability to act more
freely (Agrassar, 2025). This situation consequently calls into question the interface between law and algorithms.

3 For the purposes of this article, all direct quotations from the original sources have been translated into English.
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While the law operates through concepts such as justice, equity, and reasonableness, algorithms operate
through binary logic and outcome optimization. Given this disconnect, consumer protection assumes particular
importance under the LGPD through the right to an explanation, as discussed by Frazao and Goettenauer (2020).
However, a legal analysis of algorithmic determinism cannot rely solely on ex post regulation through compensation
for harm; it requires ex ante governance.

In summary, by transforming human experience into predictive behavioral data (Zuboff, 2020), algorithmic
determinism driven by Al challenges the protection of the right to information and consumers’ right to choose.

2.2 Profiling, consumers’ illusory freedom, and the interface with artificial intelligence

The development of Al is intrinsically related to the capacity to collect, process, and monetize what is known
as behavioral surplus.

In this regard, Zuboff (2020) explains that behavioral surplus, which underpins the wealth of search platforms
such as Google, consists of surveillance assets — i.e., essential raw materials for generating revenue.

Algorithmic profiling emerges within this context and consists of analyzing consumers and constructing a
“prototype” of them. This mechanism seeks to map every aspect of users’ lives — including workplace behavior,
personal lives, consumption habits, and locations — as they interact with digital networks and platforms. Profiling
may also result in discriminatory strategies based on algorithms’ evaluations of users’ searches. Technology may
thus be used to reject certain consumer profiles because it attempts to determine consumers’ routines, browsing
and purchasing habits, and movements based on their searches (Carvalho; Franco Neto; Verbicaro, 2024).

Data collection is often invisible and subtle because it occurs through cookies installed on users’ computers,
allowing their preferences to be tracked. It also allows searches and content to be directed according to the
preferences and habits users develop in digital environments. By using cookies to collect consumers’ browsing and
purchasing habits, suppliers can infer choices and characteristics related to religion, sports, sexuality, politics, and
health, including chronic health conditions. By consenting to the collection of their preferences, users exacerbate
their own vulnerability (Guimaraes, 2023).

Consumers have no meaningful alternative: they must either accept the terms and conditions to access a
digital platform or service or refuse them and forgo access — the “take it or leave it” model. This reality creates
“involuntary” or merely apparent consent (Chaves, 2025, p. 17836), compromising consumers’ genuine, free, and
uncoerced consent, as well as their informational self-determination (Marques; Mucelin, 2022).

Digital platforms use Al as part of their preference-collection strategies to influence consumer behavior, often
invisibly (Carvalho; Franco Neto; Verbicaro, 2024). Human decisions are therefore subject to increasingly extensive
analysis (Agrassar, 2025).

According to Domingues (2021, p. 2), algorithms collect personal information and use it to make decisions that
are more objective than human decisions. From the perspective of economic rationality, Kahneman (2021) argues
that human decisions are not optimal because they are influenced by how choices are framed.

In other words, algorithms exploit consumers’ decision-making processes through nudges, or behavioral
prompts, and dark patterns. Nudges account for psychological, social, cognitive, emotional, and economic factors.
In this regard, Thaler and Sunstein (2008) explain that a nudge is an intervention that predictably alters people’s
behavior without prohibiting options or significantly changing economic consequences.

Dark patterns, in turn, are choice architectures that unethically steer users toward actions that serve suppliers’
interests. They rely on false premises, manipulate consent, direct user behavior, and reinforce algorithmic determinism.
These tools affect and interfere with consumers’ right to choose and, from a collective perspective, may exacerbate
disparities. After all, if an algorithm predicts an individual’'s future in a deterministic manner and treats the person
according to that prediction, any departure from the algorithmically prescribed course of action defies the calculated
probabilities (Agrassar, 2025). Ultimately, belief in consumers’ freedom of decision-making is associated with “a lack
of awareness of how this intricate network of influences operates” (Agrassar, 2025, p. 196).

3 Algorithmic determinism and its sociopolitical impact: considerations

Algorithmic determinism refers to the use of algorithms before consumers make decisions for the purpose of
identifying patterns and predicting and influencing future decisions. When produced by Al, this determinism affects
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human individuality by depriving people of decision-making rationality, autonomy, and the freedom to defy predictions
and differ from others (Verbicaro, 2023).

Algorithms seek to create an illusory equality among consumers (Agrassar, 2025). Consequently, consumers’
freedom of choice becomes illusory because their identities are categorized into profiles that determine how they
are expected to behave on digital platforms (Carvalho; Franco Neto; Verbicaro, 2024 ). By replicating structures that
disregard diversity, this interference with consumer choices may have harmful effects on society (Agrassar, 2025).

From this perspective, a new concept known as “algorithmic colonization” emerges (Agrassar, 2025). It
refers to the process of appropriating and exploiting data as a new resource by combining the predatory practices
of historical colonialism with the abstract quantification of computational methods (Couldry; Mejias, 2019).

This dynamic extends the global exploitation that began with historical colonialism (Couldry; Mejias, 2019).
Determinism and standardization therefore function as an “instrument of algorithmic colonization,” which seeks to
create an illusory equality among consumers (Agrassar, 2025, p. 196).

The success of digital platforms depends on their ability to predict and influence consumer behavior by
determining the choices available to consumers. This process results in voluntary submission to coercive techniques
and the erosion of autonomy. In other words, algorithmic colonization seeks to create an illusory equality among
consumers, subordinating individual freedom to the logic of markets and surveillance (Verbicaro, 2023, p. 144).
Technological surveillance therefore threatens freedom, equality, democracy, and autonomy (Véliz, 2021, p. 25).
Algorithmic determinism may consequently compromise diversity by disregarding certain social groups or cultural
and local patterns.

In the context of consumption, algorithmic determinism extends beyond the mere optimization of sales. It may
become a powerful instrument of social control that reproduces and deepens historical inequalities.

3.1 Algorithmic discrimination

The most harmful manifestation of determinism is algorithmic discrimination. This form of discrimination occurs
when algorithms engage in “discriminatory or exclusionary conduct toward human beings” based on gender, race,
or geographic origin (Agrassar, 2025, p. 198).

In this regard, the belief that Al is impartial is called into question by the existence of machine bias (Elias,
2017). Discrimination is not inherent in the mathematical structure of an algorithm; rather, it is introduced through
biases present in the skewed data used to train the machine (Mendes; Mattiuzzo, 2019). These human biases are
“inadvertently” incorporated into machine-learning models, perpetuating “historical discrimination in automated
decisions” (Barocas; Selbst, 2016, p. 685). By relying on biased datasets, Al contributes to reinforcing the invisibility
of minoritized groups (Agrassar, 2025, p. 198).

Thus, the intersection between discriminatory practices and the predictive capacity of Al gives rise to algorithmic
determinism. When applied to consumer relations, suppliers not only predict what consumers want but also determine
what they should want, exploiting their vulnerabilities.

Digital platforms therefore induce “micro-behaviors” — small actions suggested and accepted based on browsing
histories — to relieve individuals of responsibility for decision-making (Agrassar, 2025, p. 196). If an algorithm classifies
a consumer as “vulnerable” or “impulsive,” it may target that person with offers of credit carrying excessive interest
rates or advertisements for online betting to maximize profitability (Verbicaro; Costa, 2024).

From this perspective, consumers, who are expressly recognized as vulnerable under Article 4, item I, of the
CDC (Brazil, 1990), become even more vulnerable in the digital environment, a phenomenon that Marques and
Mucelin (2022) describe as “structural digital vulnerability.” Consumers thus become “glass consumers”: transparent
to companies that possess their data but unable to see the mechanisms used to manipulate them (Lace, 2005;
Vieira, 2021, p. 10). Furthermore, algorithms render minoritized groups invisible or place them at a disadvantage
in the consumer marketplace (Agrassar, 2025).

Algorithmic discrimination is not an abstract concept, as it materializes through restrictions on access to goods
and services. For example, the “pink tax” is a phenomenon in which products marketed to women cost more than
comparable products marketed to men without any technical justification for the difference (Ricco; Oliveira, 2017, p. 111).

In the digital environment, profiling intensifies this form of gender discrimination. Algorithms identify women as
“household managers” or “holistic shoppers” and inundate them with advertisements for cleaning products, beauty
products, and household goods, thereby reinforcing sexist stereotypes that portray domestic care as an exclusively
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female responsibility (Verbicaro et al., 2020, p. 252). This segmentation not only economically exploits women
by charging higher prices for beauty products amid unattainable aesthetic pressures (Wolf, 2018, p. 17), but also
restricts their freedom of choice by limiting the content shown to them to a stereotyped niche.
Another form of algorithmic discrimination occurs through geopricing, or location-based pricing. For example,
Civil Investigation No. 347, initiated in Rio de Janeiro against the Decolar.com platform, uncovered indications that
lodging offers were manipulated based on users’ geographic origins (Chagas; Lage, 2020). Upon identifying a
consumer’s Internet Protocol (IP) address location, the algorithm concealed lower-priced offers or increased prices
for certain regions, segregating consumers based on their presumed financial capacity or geographic origin.
Digital discrimination typically arises from the use of biased or incomplete datasets because human biases
are inadvertently incorporated into machine-learning models during the selection and labeling of training data. This
process consequently perpetuates historical discrimination in automated decisions (Barocas; Selbst, 2016, p. 685).
In summary, the correlation between discriminatory algorithmic biases and algorithmic determinism reveals a
mechanism that perpetuates inequality, extends beyond the technical sphere, and directly affects consumer dignity.
This process deprives individuals of the opportunity for self-determination and free choice, confining them to
immutable digital profiles that dictate their consumption options and access to services. Consequently, consumer
vulnerability is exacerbated and transformed into structural algorithmic vulnerability, primarily compromising
two fundamental consumer rights expressly established in the CDC (Brazil, 1990): the rights to choose and to
receive information.

3.2 The impact of Al on consumers’ right to choose

Capitalism has emerged as a political and financial system that unilaterally claims human experience as
free raw material to be converted into behavioral data (Verbicaro, 2023, p. 6). In this context, routine surveillance,
which generates profit and power, has become normalized and is intrinsically linked to surveillance capitalism
(Sampaio et al., 2021).

In this regard, Zuboff (2020) explains that surveillance capitalism unilaterally transforms human experience
into behavioral data. While some of these data are used to improve products, the behavioral surplus feeds “machine
intelligence,” creating prediction products that anticipate individuals’ future actions (Zuboff, 2020, p. 18). The current
landscape is defined by the digital economy, which is characterized by dynamic competition, continuous cycles of
innovation and disruption, and reliance on data-driven innovation (Bagnoli, 2022, p. 505-506).

Human behavior — specifically consumer behavior for the purposes of this study — thus becomes a commaodity
(Carvalho; Franco Neto; Verbicaro, 2024, p. 154); that is, Big Tech companies predict and influence users’ every
action (Verbicaro, 2023, p. 7). In this context, scholars have recognized the existence of algorithmic consumer
vulnerability (Verbicaro, 2023; Carvalho; Franco Neto; Verbicaro, 2024; Chaves, 2025).

Algorithmic vulnerability arises from consumers’ susceptibility within the virtual environment (Verbicaro;
Costa, 2024). It refers to the possibility that suppliers may use their informational power to exploit personal data
and erode individual choice (Verbicaro; Costa, 2024) since data processing — including collection, analysis, and
handling — occurs without consumers’ necessary consent or knowledge. Suppliers’ processing of data therefore
ultimately manipulates user choices.

This situation creates a technical and informational imbalance. Because consumers generally lack knowledge
of programming languages (Martins; Longhi; Faleiro Junior, 2022), they can be identified and tracked as they navigate
digital networks, becoming “glass consumers.”

Algorithmic consumer profiling involves appropriating consumers’ habits through the collection of their data,
thereby creating a “fatalistic and illegitimate social profile” that may result in discriminatory conduct (Agrassar, 2025)
against certain consumer groups. In other words, profiling predicts an individual’s future and causes that person to
be treated according to the prediction. Ultimately, Al prevents individuals from acting freely and defying calculated
probabilities (Verbicaro, 2023).

Conversely, personal data have come to be recognized as a fundamental right. Protecting users’ fundamental
rights to privacy and personal data protection has therefore assumed an essential role. Constitutional Amendment
No. 115 (Brasil, 2022), which added item LXXIX to Article 5 of Brazil's Federal Constitution, elevated personal data
protection to the status of a fundamental right. This provision reinforces the government’s duty to protect individuals
from arbitrary digital interference and guarantee the free formation of their will.
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Moreover, personal data protection is connected to the free development of personality (Pasquale, 2015).
This right is reflected in the principle of informational self-determination established in Article 1, item Il, of the LGPD
(Brasil, 2018) and in the principle of human dignity, a cornerstone of the Brazilian Federal Constitution under Article
1, item Ill (Brasil, 1988), because each human being possesses inherent value and must not be treated merely as
an object of statistical predictions.

Article 6, item IlI, of the CDC (Brasil, 1990) recognizes the fundamental right to “freedom of choice and
equality in contractual relationships.” This provision ensures that consumers must actively direct their own decisions
rather than passively receive technological inducements. When consumers cannot exercise this freedom, their
vulnerability is exacerbated.

To mitigate this situation, Article 20 of LGPD (Brasil, 2018) provides a mechanism of resistance by guaranteeing
data subjects the right to request a review of decisions made exclusively through the automated processing of
personal data that affect their interests, including decisions intended to define their personal or consumer profiles.
The so-called right to an explanation seeks to restore consumers’ basic understanding of how their choices are
being constrained.

Indeed, combating submission to the logic of markets and surveillance — which transforms individuals into
“livestock, into animals of consumption and data” (Han, 2022, p. 7) — requires restoring individual freedom as a
political value (Verbicaro, 2023, p. 144). This freedom is inseparable from algorithmic transparency, a duty analogous
to the right to clear and adequate information about products and services under Article 6, item Ill, of CDC (Brazil,
1990). Without information explaining why a particular product is offered and why others are excluded, the right to
choose becomes a legal fiction.

Furthermore, the intersection of algorithmic determinism and human rights reveals a new dimension of
consumer vulnerability: the threat to psychological integrity. The CDC was designed primarily to protect consumers’
health and physical safety under Article 6, item | (Brasil, 1990). However, interactions with cyberspace require a
broader interpretation that encompasses mental health as a legally protected interest safeguarded against abusive
and manipulative commercial practices.

3.3 Two fundamental consumer rights at risk: the right to information and the right to protection
against advertising strategies (Article 6, items Ill and IV, of CDC)

Digital advertising strategies designed to capture consumer intent have become increasingly intensive.
According to data from the Brazilian Advertising Standards Forum (CENP), 40.2% of companies’ total advertising
investment — covering approximately 327 advertising agencies — is allocated to online digital media (Pezzotti, 2025).
These practices reflect an effort to personalize advertising through the increased use of technologies supported by
algorithms. Various consumer goods and services are therefore associated with consumers’ desires and intentions
in a targeted and personalized manner based on their data and profiles, even to the point of attempting to induce
them to change their consumption experiences.

From this perspective, access to personal data compromises consumer protection. Sousa and Vieira (2021)
argue that consumer autonomy is connected to the ability to choose; however, “algorithms are designed to influence
user behavior and reflect only the interests of third parties rather than those of the data subjects, replacing users’
preferences with what the algorithm has inferred” (Sousa; Vieira, 2021).

An important dilemma must be acknowledged. On the one hand, consumers are concerned about their
personal data and privacy; on the other, algorithms may help prevent them from receiving unwanted advertising
messages. Which outcome do consumers prefer? While this question remains unresolved, the strategies through
which these practices operate can be objectively examined. Suppliers’ conduct demonstrates a failure to respect
consumers’ fundamental right to protection under Atrticle 6, item I, of CDC (Brasil, 1990).

Likewise, as the capture and collection of information left behind by consumers increase, consumers remain
unaware of and uninformed about suppliers’ activities. It should be noted that the consumer right to information
is established in several provisions of the CDC (Brasil, 1990) and applies at multiple stages of the contractual
relationship. According to Bessa (2022), these provisions first encompass product-related information under Articles
8, 10, and 12 and problems arising from inadequate product information under Articles 18 and 20. They also include
information associated with offers under Articles 30, 31, and 35, as well as information required at subsequent stages
of the contractual relationship under Articles 39, 42, 46, 48, and 51, item IV.
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The right to information is therefore an essential fundamental right in consumer relations, and its importance
increases as consumption becomes more sophisticated through disruptive technologies. Safeguarding this right is
indispensable, particularly in the context of advertising, which uses Al-based technologies and algorithms to expand
markets — a practice that undoubtedly affects the fundamental right to information.

4 Explainability and transparency for consumer protection

The preceding sections established that algorithmic determinism and algorithmic colonization thrive in
an environment of informational opacity, where manipulation and discrimination proliferate without detection
(Agrassar, 2025).

Reversing the erosion of consumer autonomy therefore requires legal mechanisms that ensure system
transparency and accountability. The focus must consequently shift from mere technological effectiveness to ethics
and human dignity (Verbicaro, 2023; Zuboff, 2020).

The primary obstacle to the oversight of Al systems and the attribution of responsibility for their outcomes is
the so-called black-box problem (Santos, 2025). Automated decisions made by these systems frequently provide
no clear and comprehensible explanation of how a particular outcome was reached (Santos, 2025).

Algorithmic opacity has three dimensions: i) epistemic opacity, which arises from the complexity of Al and
its capacity to identify patterns across an unimaginable number of variables, making the system’s logic extremely
difficult or impossible for the human mind to understand (Nogarolli; Faleiros Junior, 2021); ii) nondisclosure opacity,
which results from corporate or government secrecy, whereby the sharing of specific code or datasets is prohibited
to protect trade or industrial secrets (Nogarolli; Faleiros Junior, 2021, p. 174); and iii) explanatory opacity, which
concerns the difficulty of translating the logic underlying a technology’s operation into language that can be understood
by ordinary users without technical programming knowledge (Nogarolli; Faleiros Junior, 2021; Abrusio, 2022).

The information crisis created by this opacity allows biases and discrimination to proliferate without detection
(Agrassar, 2025). Transparency is therefore regarded as a fundamental condition for ensuring accountability in
public discourse on governance (Santaella, 2021). According to the European Parliament (2017), transparency is
intended to ensure that users understand when they are interacting with Al systems and should encompass the
logic underlying the system’s operation, the categories of people affected, and the risks involved.

In this context, the right to an explanation emerges as a legal mechanism for overseeing automated decisions
based on profiles and predictions, requiring systems to be transparent. However, Franzolin, Monteiro, and Laurentis
(2025) argue that the effective implementation of this right may encounter difficulties-.

Brazilian law, through the LGPD (Brasil, 2018), guarantees data subjects the right to request a review of
decisions made exclusively through the automated processing of personal data that affect their interests, particularly
decisions intended to define their personal, professional, or consumer profiles (Brasil, 2018, Article 20).

LGPD therefore requires data controllers to provide clear, adequate information regarding the criteria and
procedures used in automated decision-making (Brasil, 2018, Article 20). This right serves as a “link between distinct
regulatory modalities” (Frazao; Goettenauer, 2020, p. 59), translating elements of the mathematical infrastructure into
natural language (Frazao; Goettenauer, 2020, p. 59). This concept is complemented by the duty-based principles of
accountability and answerability established in Article 6, item X, of the LGPD (Rosenvald; Faleiros Junior, 2021, p. 777).

Accountability entails adopting effective measures capable of demonstrating compliance with data-protection
standards (Facchini Neto; Soares, 2021) and requires human monitoring of algorithms based on ethical and legal
considerations (Agrassar, 2025). Explainable Al (XAl), in turn, refers to a technical approach intended to make the
decisions of Al models interpretable and comprehensible to users, regardless of their programming knowledge
(Abrusio, 2022). An XAl model helps users understand “why this output was produced for this input” (Russell;
Norvig, 2022, p. 644).

4 Vale ressaltar que o direito a explicagdo pode também se apresentar como ébice para se concretizar. Nesse sentido, vale destacar que a “Afalta de
explicabilidade nos sistemas de |A levanta sérias questdes sociais e éticas, principalmente em relagdo a transparéncia e a responsabilidade. Quando
néo é possivel a compreensao dos processos de tomada de deciséo, torna-se dificil para os desenvolvedores e reguladores identificarem e corrigir
0s possiveis vieses e equivocos que podem resultar em decisées discriminatdrias que favorecem certos grupos em detrimento de outros como retro
exemplificado. De igual forma, uma vez que individuos podem ser impactados por decisdes automatizadas sem saber como ou por que elas foram
tomadas, o exercicio de direitos fundamentais, como o direito a informagéo e ao contraditério, podem, por vezes, podem ser prejudicados. Nesta
perspectiva, acrescente-se que, decisdes automatizadas também podem trazer implicagdes sociais e éticas; mas o foco deste trabalho é contribuir
para a discussao sobre a viabilidade do direito a explicacéo acerca das decisdes tomadas por sistemas de IA” (Franzolin; Monteiro; Laurentis, 2025).
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For meaningful explanations to be possible, market participants must establish a preventive governance
framework. Such measures are known as ex ante regulation because they seek to prevent risks and harm before
violations occur (Agrassar, 2025; Santos, 2025). Risk regulation must be the central element of this framework,
connecting the collection of information and identification of risks to the development of preventive mechanisms
(Cantarini, 2021).

Al governance and digital compliance also play important roles in mitigating risk (Santos, 2025, p. 81), as they
require organizations to establish mechanisms for compliance with ethical and legal standards (Verbicaro, 2023, p. 144).

The principal instrument for documenting and demonstrating compliance is algorithmic impact assessment
(AIA), which is crucial for high-risk systems (Vainzof; Sefarino; Steinwascher, 2022, p. 256). AIA maps the risks,
benefits, reliability, and transparency of Al systems and is essential for monitoring and accountability purposes
(Vainzof; Sefarino; Steinwascher, 2022). Bill No. 2,338 (Brazil, 2023), which addresses the regulation of Al in Brazil,
establishes AlA as a requirement for high-risk systems.

In complex systems, human-in-the-loop intervention is a necessary component of decision review (Kleinberg
et al., 2018). The value of human oversight lies in the ability to identify exceptional contexts and consider factors
that automated systems cannot adequately process (Kleinberg et al., 2018, p. 240).

The Brazilian National Data Protection Authority (ANPD) serves as the key authority on Al and data protection
and promotes responsible innovation (ANPD, 2023). Its activities should pursue responsive regulation that incorporates
dialogue among government authorities, civil society, and the business sector (Verbicaro; Agrassar, 2024). By
strengthening the ANPD’s authority and imposing transparency and accountability obligations on the use of Al, the
legal system can build a more ethical, equitable, and dignified digital future for consumers (Agrassar, 2025).

Although there are legal instruments to mitigate consumer vulnerability in the digital environment (Klausner,
2015, p. 67), the outlook has not been so optimistic since big techs still concentrate intense economic power, with
revenues exceeding the gross domestic product (GDP) of some countries.

Moreover, an aggravated informational asymmetry is observed in the virtual environment. This asymmetry is
justified by the fact that consumers’ personal data become suppliers’ “raw material,” whose access is continuously
expanded and instrumentalized through algorithms.

Certainly, the implementation of Al in the design of public policies can bring direct benefits to consumers by
promoting more conscious choices. An example highlighted by the Organisation for Economic Co-operation and
Development (OECD, 2019) concerns the use of smart meters in the electric power sector. Studies have shown
that the instantaneous availability of data on consumption and rates allowed consumers to make more informed
decisions, reducing energy use during peak hours and lowering costs, which constitutes an efficient public policy
based on behavioral insights.

As stated by Domingues (2021, p. 14), Brazil's consumer protection public policy has operated through the
National Consumer Secretariat (SENACON). This agency has used Technical Notes to curb Al-based and data-
collection abuses, filling legislative gaps. Notable is the conviction of a large retail chain (pharmacy/fashion) for
using facial recognition cameras to capture consumers’ reactions to advertisements without consent (Brasil, 2019).
On that occasion, Article 39 of CDC (Brasil, 1990) was cited, which prohibits suppliers of products or services from
“IV — taking advantage of the consumer’s weakness or ignorance, considering their age, health, knowledge, or
social condition, to impose their products or services on them.” SENACON found that the practice violated the duty
of information and objective good faith, characterizing the processing of biometric data without transparency as an
abuse of rights.

Therefore, effective public policy cannot be merely reactive (ex post). It is imperative to adopt ex ante
(preventive) regulation, based on AIA and compliance reports. Such instruments, inspired by standards of the OECD
and the National Institute of Standards and Technology (NIST), make it possible to map risks and biases before
the product reaches the market, shifting the focus from mere technological efficiency to ethics and human dignity.

In light of this, for the national consumer relations policy to be effective in the virtual environment, the State
must strengthen platform oversight mechanisms, promote consumer digital education, and update normative
interpretation to curb algorithmic harassment and manipulation.
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5 Conclusions

This study demonstrated that the rise of Al and the consolidation of platform capitalism have transmuted
traditional consumer vulnerability into a structural digital vulnerability. The central research problem revealed that
algorithmic determinism acts as a vector of technical control that, by processing past data to anticipate future
behaviors, severely restricts individuals’ decision-making freedom. The fundamental right to choose, established by
CDC (Brasil, 1990), is reduced to an illusory freedom in which the consumer is “chosen” through micro-behaviors
captured and induced by opaque choice architectures.

As extensively demonstrated by the literature review addressed in this work, the architecture of the contemporary
digital market has converted the consumer into a mere datafied asset, significantly compromising their right to
information. This reality shows how the principle of vulnerability, as part of the National Consumer Relations Policy
(Brasil, 1990, art. 4), becomes more ostensive in a digital environment invaded by disruptive digital tools, such as
Al, used to better track consumer choices. The consumer does not exercise the right to choose; in fact, they become
induced, chosen, and conditioned toward this or that advertising message or product.

In sum, research highlighted that the 21st century is transforming private and consumer relations, now structured
within a digital environment of increasing capture of information and processing of personal data collected from
consumers, which occurs through the tool of Al. In this scenario, this study sheds light on relevant issues of privacy
and personal data protection, revealing the complexity that permeates this data collection and the use of digital means.

Beyond mere collection, the profiling of personal data presents growing surveillance and computational
analysis of consumer data, made available to the market by suppliers. In this sense, there is a worsening of
consumer vulnerability.

Therefore, emphasis was placed on the dogmatics of algorithmic determinism and the pursuit of consumer
protection through the right to explainability. However, in line with prior research, that this institute is still insufficient
to curb the commodification of human behavior based on collected personal data.

Thus, the central contribution of this study lies in the premise that the current reactive structure of the Brazilian
legal system is ineffective in protecting digital dignity. An unavoidable transition to ex ante governance model is
required, valuing reports and effective, transparent access to data that suppliers collect from consumers.

In summary, there is no neutrality but rather a growing algorithmic colonization. By using biased databases,
algorithms replicate and automate historical inequalities of race, gender, and class. Hence the emphasis on
discriminatory practices known as “pink tax,” “geopricing,” and the exploitation of profiles considered vulnerable or
impulsive through dark patterns, transforming the promise of personalization into a tool of segregation and social control.

It is critically observed that the Judiciary itself, at times, acts as a legitimizer of algorithmic opacity. A clear
example of this failure is the enactment of Precedent 550 of the Superior Court of Justice (STJ), which authorizes
financial institutions to use credit scoring systems, dispensing with prior consumer consent (Brasil, 2014). By validating
this practice under the justification that it is a “mere statistical calculation,” the court ignores the harmful consequences
of algorithmic discrimination, sanctioning a system that marginalizes and excludes low-income consumers from
access to credit. Moreover, this system perpetuates the cycle of commaodification of personal data — in the case of
this study, consumers’ data — and intensifies social inequalities, aggravating the lack of transparency in suppliers’
strategies for collecting personal data to expand their markets.

Given this protective gap, this article argues that overcoming “illusory freedom” will not occur solely through the
isolated application of CDC (Brasil, 1990). It proposes the application of a systematic and coordinated interpretation,
along with greater effectiveness of the right to an explanation of automated decisions (Brasil, 2018).

As a means of mitigating the state of algorithmic harm, the research points to the need for ex ante governance
that shifts the focus from mere market efficiency toward the protection of human dignity. Explainability and transparency
emerge as tools to overcome the “black-box problem,” ensuring that automated decisions are interpretable and
subject to human review. However, it should be noted that this explainability faces limits in human capacity, which
is often unable to clarify how the decision was reached by the Al. Digital compliance structures, such as the AlA,
and the strengthening of the duty of accountability are essential to ensure that technological development respects
fundamental rights and informational self-determination.

Thus, resistance to the standardization imposed by technological surveillance requires that freedom be
reaffirmed as a political value against the extractivist logic of capital. Only through a regulatory model that prioritizes
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transparency and ethics will it be possible to guarantee an equitable digital future, preserving individuality and the
free development of human personality in the face of the arbitrariness of the algorithmic era.

The absence of transparency and explainability in Al systems should establish an absolute presumption
of abusive practice and defect in service provision (Brasil, 1990), reversing the burden of proof. It is not up to the
consumer to decipher the “black box” to prove that they were manipulated or discriminated against; on the contrary,
it is the supplier’s obligation to present prior algorithmic impact reports and demonstrate the adoption of digital
compliance and ethical audit measures (e.g., human-in-the-loop), under penalty of civil and administrative liability.

Therefore, Al regulation in Brazil cannot be limited to voluntary ethical guidelines (soft law). In this sense, this
research shows that the Law contributes to imposing strict limits on “surveillance capitalism.” Furthermore, algorithmic
transparency must be guaranteed, and explanations in natural language must be made mandatory, translating the
mathematical infrastructure of the codes — which is not an obstacle to technological innovation, but rather the only
way to reestablish instrumental citizenship and rescue human beings from their condition as hostages to the profit-
driven machinery of major platforms.
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